WH®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C KkaxablM rogoM MONoOEeXMn B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX MONb3oBaTenen PyHeTa. Me>+<,u,y TEéM, MNOMUMO OIrpOMHOIo Konn4decTtea BO3MOXHOCTEMN,
WHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka gormkHa nomoyb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KOMI'II:I-OTeprIe BUPYCbI

KomnblOTEPHBI BUPYC - 3TO pPa3HOBUAHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBHON
0COBEHHOCTBIO KOTOPOM ABMSIETCA CNOCOBHOCTL K pa3MHOXEHMI0. B fononHeHre K aTomy, BUPYCbl MOTYT
NnoBpeanTb UMW MOSNTHOCTBIO YHUYTOXWUTb BCEe halnbl M AaHHble, NOOKOHTPOMbHbIE MOMb30BaTemnto, OT
UMEHU KoToporo Obina 3anylieHa 3apaKeHHasi nporpaMmMa, a Takke MOBpeauTb UMK Jaxe YHUYTOXUTb
onepaumoHHY0 CUCTEMY CO BCeMu dhavnamu B uernoMm. B GonblMHCTBE crnyyaeB pacnpoCTpaHATCA
BUPYCbl Yepe3 NHTEPHET.

MeToabl 3aLLmMTbl OT BPEAOHOCHBIX MPOrpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME CePbe3HbIV YPOBEHb 3aLUnThl OT
BPEOOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW nadytm (uudppoBble 3annaTkv, KOTOpble aBTOMaTU4ECKu
yCTaHaBMMBAalOTCA C Lenbio AopaboTku nporpammbl) M apyrne OOHOBREHMS CBOeW OnepaLMoOHHOMN
cuctembl. CkaumBanm Mx TOMbKO C odmumanbHOro camta paspabotumka OC. Ecnu cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBOeM KOMMbIOTEpe Mof npaBaMu Monb3oBaTens, a He agMuMHucTpaTopa. JTo He
no3BonunT 6OJ'IbLIJVIHCTBy BPeOOHOCHbIX MporpamMm UWHCTannmpoBatbCA Ha TBOEM MNepCOoHarlbHOM
KOMIblOTEpE;

4, VlCFIOJ'Ib3yI7I adHTUBUPYCHbIE MNporpaMmMHble NPOAYKTbl U3BECTHbIX ﬂpOVI3BO,D,VITeﬂel7I, C
aBTOMaTU4eCkumM oBHoBMNeHNeM 6as;

5. OrpaHuyb hr3NYECKUIA OCTYN K KOMMbIOTEPY AN NOCTOPOHHUX JNLL;

6. Wcnonb3ym BHelwHWe HocuTenu WHopmauuy, Takve Kak drnewka, AUCK unv dann u3
WHTEpHeTa, TONMbKO U3 MPOBEPEHHLIX NCTOYHUKOB;

7. He oTkpbiBalh KOMNbKOTEPHbIE (hainbl, NOMyYEeHHble U3 HEeHaOeXHbIX WUCTOYHMKOB. [axe Te
havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylie yTo4HU y Hero, oTnpasnsn nm oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepenayvm LaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHn, mapka. Ewe B 1991
rogy HugepnaHackas komnaHus 3apermctpupoana 6peng "WECA", yto 0603Hayano crnoBocoveTaHve
"Wireless Fidelity", koTopbIln nepeBogmMTCs Kak "6ecnpoBogHast TOYHOCTL".

Ho Hawero BpemeHu powrna gpyrasi abbpeBunatypa, koTopas sIBNAETCA TaKOW K& TEXHOMOTUeN.
OT10 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHWe ObINO JAaHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW
TexHuku Hi-Fi, 4yto B nepesoae o3HayvaeT "BbicOKasi TOYHOCTL".

[a, ©GecnnaTHbIl WHTEPHET-JOCTYN B Kadye, OTensiX M aspornopTax SABMASETCS OTIIMYHOMN
BO3MOXHOCThIO BbIXOfa B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHele Wi-Fi ceTn He
ABNAOTCA 6e30nacHbIMM.

CoBeTbl No 6e3onacHoCcTH paboTkl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepepaBan cBoto nuyHyto nHcdopmaumo vyepes obwenoctynHole Wi-Fi cetn. PaboTasa B HuX,
XenaTtenbHO He BBOAUTb Naponuv AOCTyna, NOrMHbl N Kakne-To HoMepa,

2. Ncnonb3ym u OGHOBMSW aHTMBUPYCHble nporpamMmmbl U OGpaHomayep. Tem caMbiM  Thl
obesonacuib cebs OT 3aKkadku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnone3oBaHmm Wi-Fi oTknoum doyHkumto "O6Lwmin goctyn Kk pannam n npuHtepam”. [laHHas



yHKUMA 3aKpblTa MO YMOMYaHWUIO, OOHAKO HEKOTOpble MONb30BaTeENM akTUMBMPYOT ee Ans ynoberea
ncnonb3oBaHus B paboTe nnn ydebe;

4. He wncnonb3yn nybnuuHbin WI-FI gna nepegadm nNu4YHbIX AaHHBLIX, HaANpMMep AN Bbixoda B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, 1.e. npu Habope Beb-
agpeca BBoAN UmeHHo "https://";

6. B mobunbHoMm TenedoHe oTkmoum dyHkumio "lMogkntoveHne k Wi-Fi aBTomaTuueckn”. He
Jonyckan aBToMmaTU4eCKOro nogknoyeHusa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTM aKTMBHO BXOOAT B Haly >XW3Hb, MHOrve nioan paboTalT M KUBYT Tam
nocTodHHO, a B Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBek, YTO ABMSETCA OLHON CeabMOK
BCEX XuTenew nnaHeTbl. MHOrMe nonb3oBaTeny He NOHMMALOT, YTO MHpOpMauus, pa3MeLLeHHas nMn B
coumanbHbIX CETAX, MOXET ObITb HaldeHa U UCMONb30BaHa KeM YroAHO, B TOM Yucrie He 06si3aTenbHo ¢
Bnarmmmn HamepeHuaMuN.

OcHoBHble coBeTbI Mo 6e30MacHOCTU B CoLMarnbHbIX CeTaX:
1. OrpaHnyb CNcok apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmianm CBOK YacTHYK Xu3Hb. He ykasbiBai naponu, TtenedoHbl, agpeca, gaty TBOEro
POXOEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHopMauuio
0 TOM, KaK Tbl M1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwar cBoto penyTaumio - AepXn ee B YMCTOTe 1 3aaaBavi cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyrve nonb3oBaTenu BUAEnu, 4To Tbl 3arpyxaewb? [logyman, npexge 4em 4YTo-TO OnyGrimMkoBaThb,
HanucaTb U 3arpyaunThb;

4. Ecnn Tbl roeopullb C noabMun, KOTOPbIX HE 3Haellb, He I/ICI'IOﬂb3y17I CBO€ pealibHOE UMA U
AOPYryr NIMYHYKO VIH(bOpMaLI,VIMZ M4, MECTO XUTesibCTtBa, MECTO yqe6b| n npo4yee;

5. Ns3beran pasmelueHus cotorpacpui B WHTepHeTe, roe Tbl M300pakeH Ha MEeCTHOCTW, Mo
KOTOPOW MOXHO onpeaennts TBOE MECTOMNOMOXEHNE;

6. I'IpM pernctpaunmn B coumarnbHOM ceTun HeobxoouMMO MCMONb30BaTb CrOXHbIE naponu,
cocTodlme n3s 6YKB n LI,VICbp N C KONIMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOW ceTw, NoYTbl U APYrMX CamToB HeoBXoOUMO MCMONb30BaTb pasHble Napornu.
Torga ecnu Teb5 B3nomatoT, TO 3MOYMbILLIIEHHMKN NOMyYaT AOCTYN TOMbKO K OQHOMY MECTY, a He BO BCe
cpaasy.

OneKTPOHHbIe AEHbLIN

OnEKTPOHHbIE AeHbM - 3TO OYeHb YOOOHbIN crnocob nnaTexen, ogHaKo CyLLEeCTBYIOT MOLUEHHUKM,
KOTOpble XOTAT NONYyYNTb 3TU AEHBLIN.

3ﬂeKTp0HHbIe OeHbrnm NnoABUINCb coBCeEM HelaBHO U MMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcreax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccuun xe oHM DYHKUMOHUPYIOT M O HUX YKe MPONucaHo B 3aKoHe, rae WX pasfensioT Ha
HECKOSTbKO BMAOB - aHOHWMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTtcs npoBoAuTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
naeHTudMKaLums nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyaTh aMeKTPOHHble huaTHble AeHbM (PaBHbI FOCYAapCTBEHHbIM BanoTam) 1
3MEeKTPOHHbIE HedMaTHbIE AeHbM (He paBHbI FOCYAapCTBEHHbIM BasltoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHLIMU AeHbramu:

1. MNpuBsKM K cHeTy MOBUMbHbLIN TenedoH. 3To caMbl YAOBOHbLIN U BLICTPLIN CNOCO6 BOCCTAHOBUTL
aocTtyn K cyeTy. [puBsi3aHHbIN TenedgoH MOMOXET, ecnu 3abydellb CBOW NIATEXHbIA Maponb Wn



3angellb Ha calT C HE3HaKOMOro YCTPOUCTBA;

2. Vicnonb3yi ogHopa3soBble naponu. Mocne nepexona Ha yCUIEHHY0 aBTopusaumio Tebe yxe He
GyOeT yrpoxaTtb OMacHOCTb KpaXku UMK nepexsara NnaTexHoro naporns;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6yaeTr He MpoCcTo yragaTb CRAOXHbLIA Naporb.
HagexHble naponu - 3To Naponu, KoTopble CoaepXaT He MeHee 8 3HaKOB M BKIOYaloT B Ce0SA CTPOYHble
W nponucHble OykBbl, LUMPbI W HECKOMbKO CMMBOMOB, TakMe Kak 3Hak gJonnapa, ¢yHTa,
BOCKNUUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpAELUb.
sneKTpOHHaﬂ noyTta

OneKTpOHHasi noyta - 9TO TEXHONOrMs W npedocTaBNseMble €10 YCryrn no nNepechbisike U
MONyYEHNIO 3NEKTPOHHbIX COOBLLEHWN, KOTOpble pacnpefensaiTcs B KOMMbioTepHon ceTu. OBbluHO
SMNEKTPOHHbIN MOYTOBbLIM HAWMK BbIMAANT crnegylowmum obpasoMm: MMs_Nonb3oBaTensa@umMs_aomeHa.
Tarke kpome nepegayn NPoOCToro TEKCTa, MMEETCs BO3MOXHOCTb NepedasaTb dansbl.

OcHoBHble coBeTbl N0 6e3onacHom paboTe ¢ 3NEeKTPOHHOW NOYTON:

1. Hapgo BbiOpaTb nNpaBuWIbHbIA MOYTOBLIA CepBUC. B WHTEpHETe ecTb OrpoMHbIA BbIOOP
©ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle OOBEPSATb TEM, KOro 3HAELLb U KTO NEPBbIA B PEUTUHTE;

2. He ykasbiBam B nNMYHOW noyTe nuWYHY0 WHpopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHat@" nunn "pok2013" BmecTto "Temal3";

3. Wcnonb3ayii aByxaTanHyto aBTopu3auuio. 3TO Korga MOMKWMO Mapornisi HYXHO BBOAMTb Kop,
npucbinaemein no SMS;

4. Bbibepn cnoxHbeih naponbe. [Ons kaxaoro nNo4vToBOro fuiMka AOSMKEH OblTb CBOW HaAeXHbIN,
YCTOWYMBBIN K B3MIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW NNYHBbIN BOMpOC, l/ICﬂOJ'Ib3yI7I 3TY BOSMOXXHOCTb;

6. Vlcnonb3yin HECKONMbKO MOYTOBbLIX AWMKOB. [MepBbl AMNs YacTHOW Mepenucku ¢ agpecatamu,
KOTOpbIM Thbl JOBepsiellb. JTO 3MEKTPOHHbLIM aApec He Hago WCMonb3oBaTb MPU perncTpaumm Ha
dopymax un cantax;

7. He oTkpblBay hainbl U Apyrne BMOXEHUS B NMCbMax, Aaxe eCnu OHU NPULLX OT TBOUX ApY3emn.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHn Tebe atn dannsi;

8. MNocne okoH4YaHusA paboTbl Ha NOYTOBOM CepBUCE Meped 3akpbiTUEM BKNaZKW C CalToOM He
3abygb HaxaTtb Ha "BeiiTn".

KnbepOynnuHr unm BUpTyanbHoe usgeBarenbcTBO

KnbepbynnuHr - npecrnenoBaHWe COOOLIeHUAMU, COAepXKaluMMU OCKOPGIEHNs, arpeccuio,
3anyrvBaHve; XynuraHcTBo; colmarnbHoe GOMKOTMPOBaHME C NMOMOLLbH PasnnYHbIX MHTEPHET-CepBUCOB.

OcHoBHble coBeTbI N0 6opbbe ¢ kKMbepbyNNUHroM:

1. He 6pocarica B 6ou. Jlyywmini cnocob: nocoBeToBaTbCs Kak cebsi BECTU 1, €CNn HET TOro, K KOMY
MOXHO 00OpaTuTbCsi, TO BHavane YCNokouTbCA. Ecnu Tbl HavHewb oTBevaTb OCKOpPONEeHusMUM Ha
ockopbneHusi, To TOMbKO elle Gonblue pasoxokeLlb KOHINKT;

2. YnpaBnsan cBoen knbeppenyTaumen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyLIJ,eCTByI-OT CnocoObl BbIACHUTb, KTO CTOUT 3@ a@HOHUMHbLIM
aKKayHTOM;

4. He cTouT BecTu XynuraHckui obpas BupTyanbHOW Xu3HW. WHTepHeT dumkcupyeT Bce TBOU
OEVCTBUSA U coXpaHsieT nx. Yaanutb ux 0ygeT KpalHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BMPTYyarnbHYH YeCTb CMOOoAY;



6. WrHopupyn eguHmnuHbin HeraTus. OpHOpasoBble oOcKkopbuTernbHble COOOLLEHUS nyudlle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcst Ha HavYanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHBIMW COOOLLEHMAMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb GITOKMPOBKU OTMNPaBKM COOBLLEHNI C ONpefeneHHbIX agpecos;

8. Ecnn TbI cBupetenb knbepbynnuHra. TBou AEWCTBMA: BbICTYNUTbL NPOTUB NpecrnenoBaTens,
nokasaTb €My, 4YTO €ro [OeWCTBWUS OLEHMBAKOTCA HeraTMBHO, noggepXaTb XXepTBYy, KOTOPOW HyXHa
ncuxonormyeckas NoMoLLb, COOOLMNTL B3POCHbIM O dhakTe arpecCUBHOMO NOBEAEHUS B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble CMapTgOHbl 1 MnaHLWweTbl codepxaT B cebe BMofiHE B3pPOCIbI yHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMK KoMMbloTepamu. OgHako, CpeacTB 3aluThl Ans
NoAoGHbIX YCTPOMCTB MOKa OYeHb Mano. TecTpoBaHue 1 NMoUCK YS3BMMOCTEN B HUX MPOUCXOAUT He Tak
MHTEHCKBHO, kak Ans MK, To e camoe KacaeTcsi 1 MOBUITbHBIX MPUIOXEHWIA.

CoBpeMeHHble MOOUINbHbIE Opay3epbl yke MpaKTUYeCcKU OOrHanu HacToNbHblE aHanoru, ogHako
pacwmpeHne yHKLMOHana BrieyeT 3a cobom BOMbLUYIO CIOXHOCTb Y MEHbLUYIO 3aLUULLEHHOCTb.

[laneko He Bce MPOM3BOAMTEN BbiMYCKAOT OGHOBMEHUS, 3aKpbIBAIOLLNE KPUTUYECKUE YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl As 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hunyero He saBnsdetca no-Hactosiwemy 6ecnnatHeiM. Byaob ocTopoxeH, Begb korgaa Tebe
npegnaratoT 6ecnnaTHbIV KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHbIE YCIyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo nnn Buaeo. Tbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEPALMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Vcnonb3yii aHTUBUPYCHbIE NpOrpaMmbl A4nst MOOUIBbHBIX TENE(OHOB;

He sarpyxai npunoxeHns oT HEU3BECTHOrO NCTOYHKKA, BEA4b OHWU MOTYT CodepXaTb BPpeAoHOCHoe
nporpaMMHoe obecneyeHue;

Mocne TOro kak Thl BblAelWb C canTa, rge BBOAWUN NUYHYO WMHOpPMauuio, 3aiauM B HACTPOWNKM
Opaysepa u yganum cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTBMPOBaHbl HA TBOEM HOMEPE;

[aBaii cBoii HOMep MOOWMbHOroO Tered)oHa TONbKO JOOSM, KOTOPbIX Thl 3Haelb W KoMy
[AoBepsellb;

Bluetooth gomkeH ObITb BbIKNIOYEH, KOr4a Thl UM He Monb3yellbes. He 3abbiBav MHor4a NpoBepsThb
aTo.

Online urpbi

COBpeMeHHbIe OHJ'IaIZH-I/IprI - 9TO KpacCou4Hble, 3axBaTbiBawLline pa3Bliev4eHUA, obbeguHsaLme
COTHM ThbICAY 4YenoBeK No BCcemMy MuUpy. MFpOKM ncenenywT OaHHbIN UM Mup, obwatotcs opyr ¢ opyrom,
BbINONMHAKT 3afaHud, cpaXarTCA C MOHCTpaMu M Nony4yakwT OnbIT. 3a yAoBONbCTBME OHU NMNAaTAT:
NoKynakT ANCK, onfiadvynBaroT abOHEeMEHT unu np|/|o6peTal0T Kakune-T1o onuun.

Bce aTv cpeactsa mayT Ha MOAAEpXaHWE M pasBuUTME Urpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYHOTCA CUCTEMbl aBTOpM3aLWUKU, BbINYCKAKOTCA HOBble NaTyin (LI.I/ICppOBbIe 3annatkmn gnsd
nporpamm), 3aKpblBalOTCS YA3BMMOCTY CEPBEPOB.

B nogo6HbIx urpax CToOUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwu TBOEero
naponsa, Ha KOTOpoOM OCHOBaHa cuctemMa aBTopusalnm SonbluMHCTBA urp.

OcCHoOBHble coBEeTbI MO 6e30MacHOCTM TBOETo UIPOBOIo akKayHTa:

1. Ecnu ppyron urpok BefeT cebsi nroxo unn cosgaet tebe HenpuATHOCTW, 3abroKMpyn ero B



ClMNCKe UrpoKoB.;

2. I'Io>+<any17|c;| agMUHUCTpaTtopamM WUurpbl Ha NJiioxXxoe noBegeHne 3TOro Wrpoka, xernatesribHo
NPUNOXUTb Kakne-T1o AoKa3aTesnibCTBa B BMAe CKPUHOB;

3. He ykasbiBal nMyHy0 MHoOpMaLmio B npodanne urphbl;
4. YBaxaln gpyrux y4acTHMUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduumanbHble natyn u Moapl;

6. Vicnonb3yii CNoxHble 1 pa3Hble naponu;

7. Jaxe BO BpeMmsi Urpbl HE CTOWUT OTKMOYAaTb aHTMBMpYC. [Moka Tbl Urpaellb, TBOW KOMMbIOTEP
MOTyT 3apasuThb.

DULWIMHF UK KpaXka NUYHbIX AaHHbIX

OObIYHOWM Kpaxken AeHer U OOKYMEHTOB CErofHsl YK€ HWKOro He yAMBULLbL, HO C Pa3BUTMEM
WHTEPHET-TEXHONOMNIA 3MOYMBILMEHHUKN NEPEMECTUNUCL B WMHTEPHET, U NPOAOIDKaT 3aHMMaTbCA
"NnodumbIM" genom.

Tak nosiBMNacbk HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA MMM (PULLIMHT, FNaBHasi uenb KOTOporo
COCTOUT B MOMyYEHMM KOHUOEHUMAmNbHbLIX AaHHbIX MONb3oBaTenen - fOrMHOB M naponen. Ha
aHrnuckom asbike phishing untaetcs kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBouMM akkayHToM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3fnomaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOOLWMTL aAMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebs B3nomaloT, TO
3MI0YMBbILLIEHHUKN MONyYaT AOCTYN TOSMLKO K OAHOMY TBOEMY Npodunio B CETH, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoAuMO npedynpeaunTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3nOManu u, BO3MOXHO, OT TBOero mmeHu 6Gyget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGUnbHbIM TenedoH;
6. OTknNo4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBai hainbl 1 Apyrne BroXeHUs B NUCbMax, Aaxe ecrnv OHW MpULLNN OT TBOUX ApY3en.
Jlydlle yTOuYHM y HWX, OTNPaBNSANM N oHW Tebe aTn dannsbl.

Lincbposas penyrauus

LindpoBas penytaumsi - 3TO HeratMBHas WNU MNo3MTUBHAA WHGoOpMauuss B cetn o Tebe.
KomnpomeTupylowiass wuHdopmaums, pasmelleHHass B MHTepHeTe, MOXET Ccepbe3HbiM 00pa3om
OTpasnTbCs Ha TBOEW peanbHOW >XM3HU. "LudpoBas penytauums” - 3T0 TBOW UMMUOX, KOTOPbLIA
dopmMmumpyeTcsa 13 uHcopmaumm o Tede B MHTEPHETE.

TBOE MECTO XMTEnbCTBA, yqe6b|, TBOE d)I/IHaHCOBOG nornoXeHne, 0COBEHHOCTU Xapakrtepa u
paccKkasbl O ONU3KMX - BCe 3TO HaKanMBaeTCcs B CETU.

MHorne nogpoCTKM NErKOMbBICIIEHHO OTHOCATCS K My6nukaumm nmyHon nHgopmauum B NHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCMeACTBMU. Thbl AaXe He CMOXellb AorafaTbCs O TOM, 4TO hoTorpadus,
pasmMeLleHHasa 5 neT Hasag, cTana NPUYNHOM OoTKasa NpuHATE Tebst Ha paboTy.

KoMmmeHTapuu, pasmelleHue TBoux doTtorpadui u apyrme AencTtBua MOryT He UCYE3HYTb Jaxe
nocrie TOoro, Kak Tbl UX yAanuulb. Tbl HE 3Haellb, KTO COXpaHumn 3Ty MHGOpMaLMio, nonana fv oHa B
NMOWUCKOBbIE CUCTEMbI U COXpaHUnacb NM OHa, a rnaBHOE: YTO nogymatrT o Tebe okpyxatoliue noau,
KOTOpble HanayT 1 yBUAAT 3T0. HanTu nHopmaumio MHOro neT CnycTa CMOXeT fobon - Kak u3 Aobpbix
noby>xaeHun, Tak U C HaMepeHMeM NPUYNHUTL Bped. OTO MOXeT BbITb KTO YrOAHO.



OCHOBHble COBETbI MO 3allUmMTe LMdPOBOI penyTauuu:

1. MNogymalii, npexae Yem 4To-To Ny6nmkoBaTb M nepedaBaTh y cebsi B G6riore unv B coLmanbHOM
cetu;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npodunss u ero
COOEepPXMMOro, caenan ero Tonbko "gnsa apysen”;

3. He pasmewan n He ykasbiBalh MHGPOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTb unu
obwmxaTtb.

ABTOpCKOE npaBo

CoBpeMEHHbIe LLKOSNBbHUKWN - aKTMBHbIE MOMb30BaTENN LUMAPOBOro npocTpaHcTea. OgHako ganeko
He BCe 3HalT, YTO MOfb30BaHWE MHOMMMU BO3MOXHOCTAMU LMGPOBOro Mnpa TpebyeT cobntogeHns npas
Ha MHTEeNNeKTyanbHyl COOCTBEHHOCTb.

TepMuyH "wHTENnekTyansHas cOBCTBEHHOCTL" OTHOCUTCS K pasnnyHbiM TBOPEHMSAM YENOBEYECKOro
yMa, HauvHas € HOBbIX N306peTeHuii 1 3HakoB, 0603HavarLWmx cOBCTBEHHOCTb Ha NPOAYKTbI U YCIyru, 1
3aKkaH4MBas KHuramu, otorpapusamm, KMHOUNBMaMmM 1 My3blKkarbHbIMU NPON3BEAEHUAMMN.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl COOGCTBEHHOCTb Ha MPOWU3BEAEHWS Haykw,
nutepaTypbl M MCKyccTBa. ABTOPCKME MNpaBa BbICTYNalwT B KaydecTBE rapaHTUM TOro, 4TO
WHTENNEKTYanbHbIA/TBOPYECKUA Tpya aBTopa He OyaeT HampacHbiM, [acT eMy crnpaBeffvBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro TPyAa, MONy4YuTb M3BECTHOCTb M MpusHaHue. HukTo
6e3 paspelleHUss aBTOpa He MOXET BOCNPOM3BOAWUTbL €ro NPOU3BEAEHWE, pPacnpoCTpaHsATb, Ny6nnyHo
[eMOHCTpupoBaTb, MpogaBaTb, WMNOPTMPOBaTb, MNyckaTb B MpokaT, MybnM4yHO  UCMOMHSATH,
noKa3sbIBaTb/MCMOMHATL B 3dhMpe unu pasMeLlatb B VIHTepHeTe.

Wcnonb3oBaHve "nupartckoro” nporpaMMHOro obecneyeHnst MoXeT NPUMBECTU K MHOTMM pUCKam: oT
noTepu AaHHbIX K TBOUM akkayHTam A0 GrOKMPOBKM TBOErO YCTPOWCTBA, rAe YCTaHOBMEHa HeneranbHas
nporpamma. He cTouT Takke 3abblBaTb, YTO CYLIECTBYWT neranbHble U GecnnaTHble nporpammel,
KOTOpbIE MOXHO HalTK B CETK.

O noprane

CeTeBnYOK.pch - TBOW rMaBHbIN COBETYMK B CETU. 34eCb Thl MOXELLb y3HaTb 0 6€30NacHOCTM B CeTH
MOHATHBLIM U JOCTYMHbLIM S3bIKOM, @ NPY BO3HWKHOBEHWUW KPUTUYECKOW CUTyaumMm o6paTuTbCs 3a COBETOM.
A Takke NpUHATb y4acTme B KOHKypcax 1 cTaTb CaMbiM LUPOBbLIM rpaXaaHNHOM!



